TECHNICAL ASSISTANCE

Add New Users and Set Permissions

A feature of the CRDC data submission tool is the ability to add new users to the online tool and grant
specific personnel permissions to view or edit data. Steps 1-4 describe how to add new users and steps 5
and onward describe how to manage permissions.

Step 1: Log into the CRDC System

Access the CRDC survey at http://surveys.nces.ed.gov/crdc. Enter your email and password and click the
green “Log In” button as shown in Figure 1.

HCRDC

=" Civil Rights Data Collection

Log In
S

Email Password

crdc @sanametrixz.com Emall Address | ---------- Password

Forgot your password?

Welcome to the CRDC Data Entry Tool What is the Purpose of this Survey?

Welcome to the CRDC Data Entry Tool. Use this tool 1o enter and revise data Tor any
tables you have permission to edit. Tables you do not have permission to edit wil
appear grayed-out and you will not be able to enter or change data. Email your

The purpose of the LS. Department of Education (ED) Civil Rights Data Collection
(CRDC) is to obtain data related to the nation's public school districts and elementary
and secondary schools' obligation to provide equal educational apportunity. To fulfill

CROC coordinator if there is a problem with your permissions this goal, the CROC collects a variety of information, including student enroliment
and educatonal programs and services data that are disaggregated by
racelethnicity, sex, limited English proficiency, and disability. The CRDC isa
lengsianding and important aspect of ED's Office for Civil Rights overall strategy for
administering and enforcing the civil rights statutes for which it is responsiole. This
information is also used by other ED offices as well as policymakers and researchers

autside of ED

Who is Conducting this Survey?

The ED Office for Civil Rights (OCR) is conducting this survey. The CRDC is a
mandatory data collection, authonzed under the statutes and recula:lcrs
implementing Title VI .'men Clvll ngm" Actof 15964 Trtle I ofmﬂ Education

Figure 1 Log-In Screen

9 Don’t have a password? See the information at crdc@aemcorp.com.

Step 2: Access the ADMIN page

Next to the silhouette icon with your username is the link to the ADMIN section of the site, shown in
Figure 2.

ADMIN

jCRDC -
Certrweaton Hezzanrces Haparis Admm

Civil Iights Diata Calleation

Figure 2 CRDC Menu
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Step 3: Select Add New Users
On the ADMIN home page, click on Add New Users, as shown in Figure 3.

Add New
Users

—

User Management

If vou need 10 add additional CRDC online data entry and file upload weers, you
must first register their name and email address using the Add New Lsers
feature Once a user has been registered, you can manage their user
permissions immediately. You do not have to wail for them to confinm their
registration before assigning permissions.

Register Users

Add New Users

s Manage Ussr Permissions 1o desgnate user permissions to registered users.
User permissicns include the ability te enter and adit data for schools, LEAs and
specific data modules

Manage User Pemmissions

LEA Administrators

Figure 3 Admin Homepage

Step 4: Enter User Name and Email Information

After clicking “Add New User”, a box will appear asking to enter the first and last name of the user and
his/her email address. Next, click “Confirm Registration”, as shown in Figure 4. The text in red explains
the email verification process and the importance of informing new users that they will be receiving

confirmation emails. After clicking “Confirm Registration”, a new box will open stating that a new user
was created, as shown in Figure 5.

= Admin Home =
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System Management

The following ame tzsks that can be accomplished by PSC Staff and
administrators

Schools and LEAs

Edit LEA Contacts

hanage Schools

ser Regisiration

Register New User

Enter
Information
First Name
Last Mame
Email
When you select Canfirm Registration, an emall will be sent from the CROC 5yst=m 1o the new USer to request
that they verify their email to gain access to the CRDC system. Please make sure the new user is expecting the
email,
Note: You do not have to wait for the user to verify their email prior to setting their permissions.
"E Click Confirm
-1 Registration
Figure 4 Register New User
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useradmin.sanacloud.com says

& new user has been created! Pleace note that you must zlso decignate

UsSer permissions.

Figure 5 Confirmation that a new user was created

Important Tip:

The user will not be able to access the system before following the email link to verify his/her address
and completing the registration process by setting a password. However, the administrator does not
need to wait for the new user to verify his/her email before setting the new user’s permissions.

Step 5: Select User Role

Under the Manage User Permissions section of Admin Page, you will see selections for the user roles in
the CRDC system, including:

e LEA Administrators: LEA Administrators can add new users, enter and review data for schools
and the district, and access reports. Every LEA Admin always has full Read, Write, and Admin
permissions for his/her LEA and all schools within it.

e LEA Staff: LEA Staff can have specific permissions for certain schools and/or content-specific
modules of CRDC questions. LEA Staff cannot add new users to the system.

e School Staff: School Staff can enter and review data for a specific school only.

Select the role assignment for the new user by clicking one of the options under the blue “Manage User
Permissions” header. See Figure 6.

User Management

If you need 1o add additionz| CRDC online data entry and file upload users, you
must ir er their name and email address using the Add New Users
feature On =r has been register=d, you can manage their ussr

permissions v. You do not have to wail for them to confirm their
registration before assigning penmissions.

Add New Users

Us= Marags User Permissions fo desgnals user permissions bo registersd users.
Usar permissions include the ability to enter and edit data for schools, LEAs and
specific data modules

Select
User Role LEA Administrators
< LEA Staf

School Statt

Figure 6 ADMIN Home Page — User Management
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Step 6: Add User to the Selected Role

After selecting the user role, click the green “+ Add User” button to add a new user to your districts
survey. Figure 7 shows where the button appears on the LEA Staff permissions page and the green
button appears in a similar location for each of the user role pages.

%,; ; CRD C Home Certification Recources Reports Admiir ]

A
‘W' Civil Rights Data Collection

Home > Admin Home >> LEA Staff
LEA Staff Permissions for School District ABC Add User
This page allows you to manage user permissions for the LEA Form and School Form modules within this LEA. Modules are groups of tables about + Add Usar

the same topic area. For example, tables about math and science courses and classes are grouped in the Courses & Classes(COUR) module. Eath
rmodule has a 4-letter module acrenym that is used to number tables within modules. For example, the first table in the Courses & Classes module is
labeled COLR-1

Permissiens include the ability to read. and edit data for schools, LEAs, and specific form modulas. Riead Access allows usars to only read tables and
data Write access allows users to enter and edit data

To manage a user's permissions click on their name below. Te add staff te this LEA click on Add User.

Figure 7Add User to LEA Staff

Step 7: Enter the New User’s Email Address

After clicking the “+ Add User” button in Step 6, a pop-up box will appear to identify which new user to
add to the selected role. The system starts searching for an existing user’s email address as you begin
typing, as shown in Figure 8.

Figure 8 Add Users by Typing Email Address

‘ CRD C s Repors Agin o
P et SR anigatporisgmac com

Civil Rights Data Collection Add user tO thlS group

—— - — _

crdc@sanametrix.com

LEA Staff Permissions fo| crdc@ed.gov

crdc@district.state.us

This page allows you to manage user permissions; bS Of tables about
ihe same lopic area. For example, lables about m JUR) module. Each

module has a 4-letter module acronym that Is use Classes module s

labeled COUR-1.

Permissions include the ability to read, and edit da nly read tables and

cata Wiite access allows users 1o enter and edit caTa

There are no users whno have access 1o this LEA Click ADd User to acd LEA siaft.

Figure 8: Add Users by Typing Email Address
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Step 8: Click Add User

After selecting an email address, click “Add User” to add the specific user role.

&~
abigailpotts @mac.com

s Reports Admin

Add user to this group

Home Admin Home LEA Staff

Selected User
Name: Abby2 Potts

LEA Staff Permissions fo

This page allows you to manage user permissions| Email:  abigail.a.potts@gmail.com s of tables about
the same topic area. For example, tables about m IUR) module. Each
module has a 4-letter module acronym that is use Classes module is

labeled COUR-1.

o | e

There are no users who have access to this LEA. Click Add User to add LEA staff.

Permissions include the ability to read, and edit daj ply read tables and

data. Write access allows users to enter and edit

Figure 9 Add Users by Typing Email Address
/Important Tip: \

The next series of steps varies depending on the user role. We will start with an example of adding a
new user to the role of “LEA Staff.” Steps 9-10 below give instructions on how to set permissions
specifically for that role. LEA staff permissions are the most complex because of the multitude of
options.

Scroll down to page 7 for examples on the easy process to set permissions for “LEA Admin” or
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“School Staff”. /

Step 9 (LEA Staff): Set Permissions for Your New User

After adding a new user to the LEA Staff role, the new user will now show up in the list of those with LEA
Staff Permissions. From this page you can manage permissions for the modules within both the District

and School forms or wholly remove or disable access for that user. Set permissions for the user by
clicking the plus (+) sign next to the username and email address.

£ 'T.:;;‘.
. } CRD C Heme Cenification Rasources Reporls Adrrin of

= Civil Rights Data Collection

> LEA Staff

LEA Staff Permissions for School District ABC

This page allows you to manage ussr permissions for the LEA Form and School Form modules within this LEA Modules ars groups of tables about + Add Usar
the same topic area. For example, tables about math and science courses and classes are grouped in the Courses & Classes(COUR) medule. Each
module has a 4-letter module acronym that is used to number tables within modules. For example, the first table in the Courses & Classea module is

labeled COLR-1
Cl |Ck th e Permissions include the ability to read. and edit data for schools, LEAs, and specific form modules. Read Access allows users to only read tables and
) data. Write access allows users to enter and edit data
0 manage a usar's permissicns click on their name below. To add staff to this LEA click on sr.
Pluss‘gn T s izsi lick on thei below. To add staff to this LEA click on Add U

\ +OCR CRDC

crdc@sanametrix.com B Remove Usar @ Disable access

Figure 10 Access Options for Setting Permissions
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Step 10 (LEA Staff): Add Access to the LEA or School Form by Module

Expanding the options allows you to grant permissions by district (LEA) or school and by topic-area
module. Within the LEA form, the administrator may give this user read access (the ability to view data
already submitted) to all LEA modules and write access (the ability to enter new data to questions and
tables) to either all, or only selected, LEA modules. Figure 11 shows how to add access on the LEA form
by checking all or some topic-area modules to grant “write” access.

/ - crdc@sanametrix.com OCR CRDC Bl Remave User @ Disatle access
Click on LEA Form Permissions or School Form Permission's to manage this ussr's access (o the system. P r—
Expand or ,
LEA Form Permissions
Hide :
« Select the penmissions you'd like to assign this user by clicking on the checkbox next to it Ste p 2 . Cl IC k
Op‘thnS + You can specify which medules you want this user to be zble to edit by clicking on them in the Write Access section
+ By granting Viite acczss to one o more modules o wil sutomaticaly give Read access to all modules. U p date Permissions
« Click on the name of modules to ses the tables they contain
+ To save changes you must click on Update Permissions.

LEA Modules Read Access LEA Medules Yirite Access

< Al LEA Modules B Al LEA modules
Students, Schools, & Progr

. Step 1: Check modules to
aionmancrco) | add “write” access for

3 HIBD)

(DSED) users.

® GED (GEDX)

Figure 11 Setting LEA Form Permissions

You can also set individual permissions for schools in your district. Figure 12 show options for adding
permissions by topic-area module. When the administrator selects School Form Permissions, the
process is somewhat more complicated, not only because there are a greater number of modules in the
School Form, but because there are multiple schools within most LEAs.

Check header rows to add permissions by module across all schools.
Example: Check ATHL (or Athletics) to add access to athletics questions for all schools.

School Form Permissions

+ Szlect schools and modules to grant this user permission to the School Form for specific schools and modules. The default permissions for each school are setto No
Permissions. ¥ou can change e permissions for specific schools to Read Access, Write Access, or Admin (ablity to enter data AND manage user permissions)

+ To give his user access to a module for all schools, click on the box above that module

= Click on the column titles or medule acronyms to view the list of questions within them.

« To save changes you must elick on Update Permissions.

Show Acronyms

G"““”I'_';Z'I:"“”" Grant "Wite” Permissions by Modu
Tip: Click
v @ @ @ g ¥ ¥ @8 @ @ ¥ @ @ | & @ @ @ @ & @
here to School Name Read Wrils Admin SCHR PSCH EMRL PENR COUR APIS EXAM STAF SECR ABSR ATHL DISC ARRS OFFM HIBS RSTR EXPD JUST
show all Aghland Elementary
040340001086 4 Ll T4 IC4 < 5 L Ll ICd 4 It I [0 Ll 4 I el ICd e It
acronyms Au
gusta Ranch Elementary
040340002114 4 dl | ICs L Il L el T4 4 4 IC4 T4 el 14 I el T4 e 4
Boulder Creek Elsmentary
Dénaao00tane g ¥ @0 @ 2 ¥ @ € ¥ E & P E @ ¥ & & B & @ @
Burk Elementary School
040340001407 ® @ O g P OF W ¥ F F R R F OF O® R O O F F @
g:;;:g;;;::;‘nn SETo £l e L4 + I 154 £l I 154 o I I Edl I 4 el I - I
Canyon Rim Eleme ntary
40340007 384 o - o T4 - o o o I 5 o & I el I 54 o I - o

Figure 12 Setting School Form Permissions by Adding Access to Modules
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Figure 13 shows how checking “write” next to Augusta Ranch Elementary will add access across all
school-level data for that school.

School Form Permissions

+ Select schools and modules to grant C| |C|‘( ;;Writen b\f the c schools and modules. The default permissions for each school are st to No
FEIMISSIONS. You tan change the pe e ACCess, of Admin (ahlity 0 enter data AND manage Lser permissions)

+ Togive this user access 1o a module

« Click on the column titles or module

» To save changes you must click ¢

school name to add
access.

Show Acronyms

Grant "Writa” Permissions by Module

school Name EXAM | STAF SECR ABSH ATHL DISC ARRS OFFN HIBS RSTR EXPD JUST
Ashiand Elementary = =] = 2 =] — = =] — =] = o
040340001986

Augusta Ranch Elementary 2 [ ] el # Il < Ell 72 =l =l =l # =l < =l =l s el 3 #

040340002114

Figure 13 Setting School Form Permissions by Adding Access to Schools.

You can also customize access by checking or unchecking any box on the grid. Figure 14 shows that
access to upload preschool data was removed from Augusta Ranch Elementary and access to upload
staff data was removed from Burk Elementary.

School Form Permissions

.

Selzct schools and modules to grant this user permission to the School Form for specific schools and modukes. The default permissions for each school are set to No
FEMMISSIONS. ¥OU can change the pEMTISSIONS for Specific schools to Read Arcess, WIite Access, or Admin [ability to enter data AND manage User penTissions)

To give this user access 10 @ module for all schools, chick o T S

Click on the column Litles or module acronyms 1o view the |
Teo save changes you must click on Update Permissio

Add access to specific
modules in certain schools
by checking or unchecking

Show Acronyms

Ganeral Permission

Lavels

# (= (] = boxe 5. ] o (] (] o] (]
School Name Read Write Admin SCHR PSCH N COUR AT LRAM SIAT T 5C ARRS OFFN HIBS RSTR EXPD JUST
Asiland Eleme ntary P . . - . - (o . A P P
040340001986 Ll ] | | | | ] | | [}
Augusia Ranch Elementary
040340002114 el ] ! 1T ! - o L ) v - - L - I L
Boulder Creek Elementary
040710001285 ® @ O ¥ B P @ B # @ 2 ¥ B 2 @ @
Burk Elementary Schoal — . . . . _
040340001401 # D @ ¥ ¥ £ # 4 A £ £ 4 £ =] ’
Campe Verds High School . . _ - . . . .
030340002955 = =l [ # # < I ¥ # ¥ # # [ I ] < < ¥ < "] <
CavenRmERmeNary o 5§ @ O B B P @ F O @ @ @B P € B ® B @

040340002284

Figure 14 Setting Customized Access across Schools and Modules

Have more questions about setting custom access? See the CRDC user guide at
crdc@aemcorp.com.
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Last Step: Click Update Permissions
The last step in setting customized access is to update the permissions by clicking the “update

permissions” button shown in Figure 15.

= crdc@sanametrix.com OCR CRDC i@ Remave User @ Disable access

Click on LEA Form Permissions ar School Form Permissions to manage this user's access to the system. Update Permissions

Last Step: Click
Update Permissions

Figure 15 Click Update Permissions

Important Tip:

The following outlines the easy process for setting permissions for “LEA Admin” or “School Staff”
after step 8 on page 4 has occurred.

Step 9 (LEA ADMIN): Enable LEA Admin Permissions

The only options are to add or remove users from the list of LEA Admins for a particular LEA. There is no
need to define specific permissions, as every LEA Admin always has full Read, Write, and Admin
permissions for his/her LEA and all schools within it. Figure 16 shows how your new LEA Admin will
appear once the user is added to the group.

Home >> Admin Home

LEA Admins

The page allows you to view LEA Admins for particular LEAS. Selgct the LEA you'd like to view below

State: Alabama

LEA: Al Inst Deafl And Blind

+ Add Liser
(| Name Email
(] Test First Name Test Last Name CRDC@Sanamelrix com
1 [EEls e FREREERR DEFEERERE FRE
1 MR B HR BRI @A R
[m} leR R R HEERHER @R SR

Figure 16 Click the Checkbox Next to the Username
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Step 10 (School Staff): Add Access for School Staff

Managing user permissions for School Staff is simpler than for LEA Staff. For School Staff, permissions
need only be defined for one school.

First, select the school to grant read/write access for your new user, as shown in Figure 17.

School Permissions || Alabama

0100009:Al Inst Deaf And Blind

010000201404:Alabama Scheol For Blind
010000801403:Alabama School For Deaf siaff to enier and a08 data for 3 specific school

010000201405 Helen Keller Schoel m

Figure 17 Select a School

Once a school is selected, you modify permissions within that school form by clicking the “School
Module Permissions” button next to the new user’s account, as shown in Figure 18.

Home => Admin Home

School Permissions || Alabama

0100009:Al Inst Deaf And Blind

010000901404:Alabama School For Blind

= School permissions allows you to set permissions for scheol staff to enter and edit data for a specific school

- The default permission for all registered School Staff is No Access. You must set permissions for all users before they will be able to access the tool,
- Select a user below to set their CRDC system permissions for the School Form. You will be able to give them write access to specific topic modules (e.g. Athletics) or all modules.

- If you want to add a user who is not listed, select Add User to regisier a new user fo this user group.

e et

O Name Email

] Test First Name Test Last Name CRDC@Sanametrix.com = School Module Permissions
O HEBHEE SEE RS @SR B 2 School Module Permissions
[m] HEpEE A8 HaaE Y @SR B > School Module Permissions

”

Figure 18 Click “School Module Permissions
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Next, select the modules for which the user should have data entry (Write) permissions, then select
Update Permissions to make any changes effective, as shown in Figure 19. Selecting the top check box
selects all modules for the School Form.

Home =+ Admin Home

Managing Module Parmissions for Test First Name Tast Last Name for Alabama School For Blind

+ Gazk on the e¢nool module o Seiett the Maduls(e) IN thia cshodl that wou want ENa uasr ta have data ey parmiseians for. Ta Eakaet all modulos, enack he bas thet wil appear
in the top keft comer.
+ Click 01 UpGAta Permisaions 10 8ave TS USers ParmIssions

o [l e e

m| Acromym Mame Acress
] SCHR Seh0oi Charstlenistics MO Azesee .
_ 5 Last Step: Click
. 1 PSCH Preschool Mo Accoas
Click module / . - — N Update Permissions
ChECkb oxes tO PENR. Progrom Ennoliment (3fied & tolented. Dual Enraliment, Mo Acccas
ol Retoery)
add access. ~
O COUR Caurses & Classes No Access
APIE Advancad Placament 147) 5 Intamational Baccalaureate Mo Accses

Diploma Programme (1B) Errollment

m] EXAM SATIACT & Advanced Placemert (AP} Exarrs Mo Access
m] ST4F Sehool & Sehool Support Stal Mo Acesss
a SECR School Securiy Staff No Accoss
m] BESR chiceic Alssniesism & Retention Mo Access
&THL Singke-sex Interscholastc Athietics Mo Aeeess
m] oisc Shudent Discipine (Suspsrsion, Expulsion, Corparsl Mo Arcess
Suniznment,
ARRS ‘Siudent DEcping (FRefemals b Lew Enorsement & Mo Accses
Sechoo-elsied Avests)
m] OFFN Oferses Mo Access
HIBS Harsssment & Bullying Mo Access
RETR Restroint & Sechision Mo Areoss
m] EXPD Schoo Expendilues (Fesonne and Mo Personnel) Mo Aresss
JusT Juetice Fazilitics Mo Azecee

(s, J e e

Figure 19 Click “Update Permissions”
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